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* Education
* BSc "Applied Mathematics”, Azerbaijan
* MSc ”Data Security and Cryptography”, Finland

* Community
* TurkuSec/PersecCamp/DisArray
* DisObey

* Threat Intelligence Specialist NetNordic Finland

e Dad of twin rascals, Nature walks, Reading, Cooking
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Agenda

Threat Landscape
Threat Intelligence
Information Stealing Malware
Initial Access Brokers

Ransomware
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Sweden investigates telecoms infrastructure
sabotage following attacks at 30 sites

Cyberattack disrupts Finland's defence
ministry website

Russia intensifies cyberattacks on Ukraine
allies Russian hackers seized control of
Norwegian dam, spy chief says

Hundreds of Swedish municipalities impacted by
suspected ransomware attack on IT supplier
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Threat Intelligence

Actionable Relevant Timely
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Intormation Stealing Malware
malicious software that harvest \./<

sensitive information/data from
infected victims
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The silent heist: cybercriminals use
information stealer malware to
compromise corporate networks

Snowflake Attacks: Mandiant Links Data Breaches to

Infostealer Infections

Infostealers Gause Surge in Ransomware
Attacks, Just One in Three Recover Data

Gmail Passwords Contirmed Within 183 Million

Account Infostealer | .eak
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Infostealers | Distribution

https://ch3.dIvideosfre.click/human-verify-system.html|

Various distribution channels:

* Phishing emails/social networks

* Pirated/Cracked software

Verify You Are Human

« . . . Please verify that you are a human to continue.
* Malvertising/SEO poisoning V
Ko I'm not a robot
* Fake updates -
‘ CliCkFiX/FilEFiX \Sl:;:)f;cation

* VVulherabilities ki

2. Press CTRL + V
3. Press Enter

netnordic—
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Infostealers | Variations

Malware-As-A-Service N

Private Infostealers Hiaay pEBREN e

Onucaumue
Lummac2 - ctunnep, cpeaHnin orctyk 89%, Tapudbl HaumHawTca ot 10$, paboTaeT naxxe Ha
YUCTbIX CUCTEeMax, 3aBucumMocTen HeT Hukakmnx(BOOBLLE), pacwudposka nora Ha cepsepe, Bec

O pe n_sou rce I nfostea Ie rS ounpa 150KB, sopyer 6pay3epsbl Ha 6a3e Chromium u Mozilla, 0TANYHBIN HU3KOYPOBHEBLIN DBICTPBLINA

cdaunrpabbep, sopyeT 60 ODpay3epHbIX KpUNTOBaNOTHLIX U 2FA pacwuupenun, obHoBNseTCH

OyKBanbHO Kaxkable AgBa 4yaca, pobasuTb Baw cneyndunyeckun bpaysep wnm sawe cneunguyeckoe
pacwmpeHue - 2 MUHYTbI!

MHoOro rexumyeckom nicopmauumn (nponycrure)

1. A3bIK, ucnons3lyemsin Nnpu paspaboTtke - Cu, 3T0 No3sonseT B nocneacrenu 6e3 Tpyaa Mmopdutsb
cTunnep
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Infostealers | What do they steal

) ) Autofills 4.0 KiB

e System and User information Cookies KT
* Software/Running processes e o
e Browser data FileGrabber 4.0 KiB
] Steam 4.0 KiB

. Credentlals Wallets 4.0 KiB
° Credlt CardS DomainDetects.txt 166 bytes
ImportantAutofills.txt 1.2 KiB

- Appllcatlon Conflgs InstalledBrowsers.txt 968 bytes

InstalledSoftware.txt 8.4 KiB

e Screenshot

Passwords.txt 11.9KiB
° F| Ies ProcessList.txt 20.9 KiB

Bl Screenshot.jpg 107.8 KiB

Userinformation.txt 1.2 KiB

netnordic
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Infostealers | What do they steal

system_info.txt

Network Info: Slurm Cloud | Private — The = =~ on the market

IP: 212.10 N

- Country: DK

ystem Summary:
HWID: 67A15DCE-BC89-

- 0S: Windows 10

- Architecture: x64

- UserName : || NI

- Ccomputer Name: DESKTOP-JEEE

- Local Time: 2025-09-20 00:36:40

- UTC: 1

- Language: da-DK

- Keyboards: Dansk (Danmark) / Engelsk (USA) / Engelsk (USA)

- Laptop: FALSE

- Running Path: C:\Users\[J\AppData\Local\Temp\Rar$EXb17340.2946. rartemp\DropCheats\DropCheats.exe

- CPU: Intel(R) Core(TM) 1i5-10400F CPU @ 2.90GHz

- Cores: 6

- Threads: 12

- RAM: 16 GB i _

- Display Resolution: InFormation.kxk

Monitor 1

Device Name: \\.\DISPLAY1 |IP: 109.56 . NN
Device String: NVIDIA GeForce GTX 1660 SUPER Cﬁ)LH]Tr“" = DK - Denmark
Resolution: 1680x1050

Color Depth: 32 bits per pixel Username: _

o AntiVirus: Windows Defender, ¢
evice Name: \\.\ A - . I . CWs2720 A . " " £ o s C '+ 5
Device String: NVIDIA GeForce GTX 1660 SUPER Data Information: CK:3789 - £39 - : : tes:1|wallets

Resolution: 1920x160860

Color Depth: 32 bits per pixel

- GPU:
-NVIDIA GeForce GTX 1660 SUPER

netnordic
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Infostealers | What do they steal

e System and User information
 Software/Running processes
* Browser data

URL: https://vpn.fra.gov.eg/dana-na/auth/url 2/welcome.cgi

. Username: [REDACTED]

* Credentials Password: [REDACTED]
. Application: Google [Chrome] Default
* Credit cards
° Apphcahon Conﬂgs SEZ;nZ;é?SEééS;E$EB§S.google.com/v3/51gn1n/challenge/p\~/d
° Password: [REDACTED]
ScreenShOt Application: Microsoft [Edge] Default

* Files

netnordic
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Infostealers | What do they steal

‘rg« o

[ ) EITETOX) LESTH VIEWERU TN SRV VEWEOITET
©)

(]
Securty | Flash UserData / Forens Wty deledes
_ )

. r Sending DA to targe

DA_INFO :0xCO, WV

SOC_VERIFY : 0xC1 THIS SOFTWARE IS PROTECTED WITH A DEMO VERSION OF THE ENIGMA PROTECTOR My s

BOOT_STYLE: SF_F | Wy Ui

NOR Flash IC initializi . | d - - LOCUTENT

[0] : FLASH_VEN : 0x 3
[ ) [0] : FLASH_DIE : 0¢

SDS_INFO : 0x003FE

INT_RAM : 0x0000!

EXT_RAM : 0x0040¢
[ ) Pa TK Read ExtData

Sorting ExtData

Reading UserCode

version! |f you would
UserCode not found "
warning
. LT < ¢ Plock | MobTrack :
Copyright ® 2004-2007, The
1%

(]
(
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Infostealers | Monetizz

Centralized Marketplaces

* Genesis Market
2Easy Shop
Russian Market
Lumma Market

Exodus Market

netnordic
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Infostealers | Russian Market

Biggest centralized infostealer marketplace

* Registration is kinda free

* Price per victim S0,50 - $S10

* Over 9M victims

 Stealers: Lumma, Acreed, StealC, Vidar, Rhadamanthys
* Top 5: India, Brazil, Pakistan, Indonesia, Egypt

netnordic—:
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Infostealers | Russian Market

Biggest centralized infostealer marketplace

* Registration is kinda free

* Price per victim S0,50 - $10

* Over 9M victims

e Stealers: Lumma, Acreed, StealC, Vidar, Rhadamanthys

* Top 5: India, Brazil, Pakistan, Indonesia, Egypt
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Infostealers | Russian Market

Country Number of victims

Sweden 20,840

Denmark |11,284

Norway 9,209

Finland 7,471

Iceland 1,058

Greenland | 150

Faroe 97

Aland 22

netnordic

THE BEST COMPANION



Infostealers | Russian Market

= o0 % 0

RUSSIAN MARKET

Stealer:

All

State:

All

I1SP:

ADSL Maroc teleco

Stealer

stealke Q

steake Q

netf =%
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System: Country: Links: Search by Links . Search by Mask ’ ’ Search by Cookie ‘ Search by Email ‘
| All , | Sweden(20840) | A e A e ONLY WITH COOKIES: [l
\ EERAFS & "SR 8 & L J
City: Zip:
All | |
4 4 7 BT AN A I
"N WEES . Jaom CAEN 7 15%
Outlook: Per page: Vendor: Price: @
| | : = 1 o Sl O
@domain.com .10 A Al P Search
‘ 5
Sortable |,
Date /
Country Links Outlook  Info Struct o Vendor  Price Action
- Stockholm twitter com | instagram com | instagram.com | app houseparty com |
County NOOL.MOoe gov.<a | thbs turkiyebursiar gov.tr | loginmicrosoftonkine com | 20251105 obitftton S
- --* archive 2ip Buy
5P Kustbandet akrabehacademy.com | loginmicrosoftoniine com | watadme | Show 2.50Mb  [platinum) 1000
AB more_
Skine County
- 2 rekordbox com | webuyanynumberplate com | secure danwin- n_. ik 20251105 obtiton S Bu
ISP- Tekia nsurance com | amazon.co uk | facebook com K 7 e 2.48Mb  (platinum) 1000 Y
Company AB
Stockhoim
- - rekordbox com | webuyanynumberplate com | secure danwin- -‘ i 20251105 obfgtson S Bu
:'" I: ;L:f} nsurance com | amazon.co.uk | facebook.com X i 2.48Mb [platinum) 1000 A\
» WP



Infostealers | Russian Market

Stealer Country
Stockhoim
County
stealc
- Q ISP Kustbandet
AB
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Links

twitter.com | nstagram.com | nstagram.com |
apphouseparty com | noor.moe gov.<a |

thbs turk iyebursian gov.tr | lognmmicrosoftoniine com |
alrabehacademy.com | logn microsoftoniine com | watadme |
twitter.com | sarahah.com | sso.rumba pearsoncmg.com |
nstagram com | apphouseparty com | e-services giyassa |
accounts googie.com | cazasoug.com | twitter.com |
instagram com | e-services qiyas sa | m.facebook com |
najehoniing | tbbs turkiyebursian gov.tr | noor.moe gov.sa |
$so.rumba pearsonemag.com | eleamng yuedujo |

authl openaicom | loginmicrosoftoniine com |

accounts googie com | thbs turkyebursian gov.tr |

auth api sonyentertammentnetwork com |
auth.aplsonyentertainmentnetwork com | accounts googie.com |
loginumicrosoftonine com |
auth.apLsonyentertammentnetwork.com | loginive.com |
auth.api sonyentertanmentnetwork com |
auth.apLsonyentertammentnetwork com

Date /
Struct Size Vendor
.-‘ archive 2ip
— ) brute txt
— [ cookie_tst txt
- . Copynght txt

o . doman_detect txt

— [ passwords xt

e . system_nfo.txt

B ot Torens

--. Google Chrome_Default txt

] Google Civome_Profie 1ixt 20251105 obftttton
--. autofill 2.50Mb  [platinum)
- . Google Chvome_Profie 1txt

— [} Google Crvome_Profie 3txt

.-.cook-es

; - . Google Chrome_Default txt

i.u

. Google Chvome_Default txt

. Geogle Chrome_Profde 1 txt
B Google Crvome_Profite 31xt

l
i
£
!
i
i
i
-. Microsoft Edge _Default txt

1000



Infostealers | Cloud of Logs

EL_CLOUD ( FREE LOGS ) ¢

MARVEL_CLOUD ( FREE LOGS ) .\ .rar

G Crypto, Wallets rds Game Requests in logs
¥4 BR, AR, EU, U ntry

u Uploading 1,000-10,000 Logs per day!

4 stiller: Redline, Meta Stealer, Raccoon

month -
3 month - $300
Lifetime - $4200

_Lifetime -
Payment methods
W BTC/USDT TRC20

netnordic
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! Moon Cloud | Free Logs

«¢ Free Logs Cloud
9-@LOGS_CENTI

«t Klaus Cloud [Public]

1us cloud public

et Pixel Cloud | Channel

. \ y

@t Tichan Cloud | Free Logs

«¢ BHF Cloud | FREE LOGS

¢ DNFTM | Cloud




Infostealers | Quiz time!

Cy66oTta B 01:28

Kaxkabln gocTyn paccmaTtpusaeTcs MHanBMAyansHo, ueHa ot 100$ no 5k$.

hackerGPT Kop:
data hunter

_ Premum /Citrix/
Pernctpauus: 03.01.2024

CoobLyerms: 16 /vpn/index.html
Peakuunu: 2

Aenoau: 1B /vpn/tmindex.html

/remote/login
/Remote/logon.aspx

/+CSCOE+/

/dana/

netnordic
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Initial Access Brokers

cybercriminals who specialize in gaini
unauthorized access to networks and systems
and then selling that access to highest bidde[s

netnordic-+
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IAB | Attack Vectors

Exploitation of Vulnerabilities
Brute-force and Password Spraying Attacks
Social Engineering

Credential-based Attacks



IAB | Attack Vectors

Cy66oTta B 01:28

Kaxkabln gocTyn paccmaTtpusaeTcs MHanBMAyansHo, ueHa ot 100$ no 5k$.

hackerGPT Kop:
data hunter

_ Premum /Citrix/
Pernctpauus: 03.01.2024

CoobLyerms: 16 /vpn/index.html
Peakuunu: 2

Aenoau: 1B /vpn/tmindex.html

/remote/login
/Remote/logon.aspx

/+CSCOE+/

/dana/
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* VVirtual Private Network (VPN)

 Remote Desktop Protocol (RDP)

* Web shell

e Shell/Commandline

 Remote Desktop Web Access (RDWeb)

* Email ~

. e e . .‘. . _ﬁr 7. Ll'eHa: 7000
; KoHTaKT!: 7D8951F4BD61E790733

DarkFulu Pharmaceuticals / Biotech Manufacturer

floppy-puck Country: UK
Revenue: $3.3 billion USD

Pernctpauns: - 10.07.2025  Access: VPN-Credentials or Adaptix-Beacon

CoobuieHus: 2 .. ' " .
i Privilege: Domain User or Domain Admin
Peakunu: 0

nEtnord IC Price: Domain User: $4,000 / Domain Admin: $7,000
THE BEST [ o |




JAB | Scene

BREACHSTARS E2 Databases ¢y Upgrade (© Credits ([J Rules % Changelog Q Search... il [RCE] Chinese Cloud Provider Access
@ Psych1c () 23-09-25, 04:25 AM
-> - 5
m China private NAS Server Access — 4.7 TB
seuers Place S s W Kazu (Y 22-09-25, 08:57 AM

A place for sellers to post various products they have.

= [RCE] Taiwan Telecom Access
@ Psychic (V) 21-09-25, 04:47 AM

[Access] USA Medical Device Manufacturing & Tracking Last post by miyako ;%*ﬁ . ) )
By mivako, 24.09.2025, 18:14 29.09.2025, 15:57 B ok () ISERLIIO] [FI:REV(%P;%LOQ%COEZSSSJ ESUdi Arabian Cloud Provideer
etworkBrokers -09-25, 02:
[Access] USA Managed Services Provider - Private Cloud Hosting & Network Engineering Last post by miyako :“'}ﬁ
By miyako, 24.09.2025, 17:56 29.09.2025, 15:57 oy . F Access to Live Casino Game Provider
W 888 (L 17-09-25, 12:38 AM
[Access] Worldwide FinTech - Global Card & Payment Solutions Last post by mivako :“)ﬁ
By mivako, 24.09.2025, 18:05 29.09.2025, 15:57 ) o q Bloxham Parish Council GOV UK Access
w krekti (L 16-09-25, 10:10 PM
[Access] US Navy / USAF / USDoD Engineering Contractor Last post by mivako '!'glﬁ
By mivako, 24.09.2025, 18:07 29.09.2025, 15:57 k] o - [RCE] 2x Asian Telecom Access
@ Psych1c (O 16-09-25, 07:23 AM
[Access] AUS - GPS Tracking, Asset Tracking, Fleet Management Last post by miyako 5'&-"
By miyako, 24.09.2025, 18:11 29.09.2025, 15:57 Loz Deleted Thread
[Access] Canadian Insurance Credentialing Agency Last post by mivako ','%)- < .
Bv mivako. 24.09.2025. 18:00 ‘ 29.09.2025, 15:56 ',.!‘l () [BULK] Selling 2 BIG Telecoms Asia

w NetworkBrokers (© 15-09-25, 02:35 AM

o !
netnordic+
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IAB | Scene

MVP
'4..-;,..‘5 A8t f'-';- +’
Posts 18
Threads 14
Joined Sep 2025
Reputation 2

netnordic &
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13-09-25, 06:34 PM (This post was last modified: 13-09-25, 06:34 PM by Yrrrr.)

Hello DarkForums
Today I'm selling an initial access to a NO HealthCare company

Revenue: ? (Can't find a relatable source)
Employees: ? (Can't find a relatable source)

Access Type: Reverse-shell via exploitation script
Others access: MySQL, Grafana, Zabbix, PostgreSQL
OS: Linux (docker-in)

User: postgres

Price: Set a price in PM
Contact: Forum PM

Idc about politics btw




Stone Gaze
Mpemunym

Peructpauusi: 12.01.2024
CoobuieHus: 10
Peakuun: 7
lapaHT coenku: 3
[Oenoau: 05012 B

13.01.2024

contact edit
6E8CDBCFFCC204358615563A3C2325E08DEO3B

LleHa:
KoOHTaKTbl:

Dear forum users.
You know who we are.

We are looking for good network access and are open to long-term partnerships.
Professionals, tools, and services are all ready and well going.

Price starts from 100$ to 1 million.
We can accept various kind of offer. $, $ + %, %

Required Geo: USA/CA/AU/UK/IT/DE
Minimum revenue: 30KK

Write about your access and requirements in PM or TOX:
1. Zoominfo link

2. Device count linked to the domain

3. Privilege

4. Access type

5. Which AV is installed

6. Your suggested price or percentage.

netnordic
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CoinCrafter
CD-auck

Mone3oBartens

Peructpauus:  04.10.2024
CoobLueHus: 16
Peakuuu: 10
[apaHT coenku: 11
[enoaur: 1B

06.10.2024

Llena:

KoHTakTbI: E1967D05F71B5887B373F439FC7C2E21DEBDDOD39F5781(

MpuBeTCcTBYIO Yy4acTHUKOB chopymal

Kynnto goctynbl K koprniopatueHbiM cetsim CLUA, KaHapgpbl n Ton EY (He Bce cTpaHbl)
3apa6oTtok ot 10kk$.

Twun gocTyna He BaXKeH.

MwuHumanbsHble npasa DU.

He uHTepecytoT: WKonbl, 60N1bHULLI, .goV, .0rg, LepKBU, AeTCK1e aoma U T.n.

["apaHT chopyma npuBeTCTBYETCS

Greetings to the forum participants!

| will buy access to corporate networks of the USA, Canada and Top EU (not all countries)
Revenue > 10kk$.

Type of access is not important.

Minimum rights DU.

Not interested in: schools, hospitals, .gov, .org, churches, orphanages, etc.



IAB | P.S.
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RalhhSeimWWalie

Oh, what a menace

netnordic+



Ransomware | Headlines

Hackers Target Swedish Power Grid Operator

The hackers stole information from a file transfer solution and the country's power supply was not affected.

Hundreds of Swedish municipalities impacted by

suspected ransomware attack on IT supplier

Finnish organisations targeted by AKIRA RANSOMWARE ATTACK ON TIETOEVRY

AKlra ransomware DISRUPTED THE SERVICES OF MANY SWEDISH
ORGANIZATIONS

Devman Ransomware Attack On

Danish Dairy Producer Naturmzaelk  [siimptaskeding

ugevis om hackeres
datatyveri fra patienter:
'‘Man holder det
netnordic simpelthen skjult’
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Ransomware | Nordics

Ransomware attacks in Nordics

Year @2022 @2023 @2024 @2025

27

17
15
11

.E:I

_ 6

4 4

—

MNorwa

Denmark

Finland Iceland

n Et no rd i C *{%
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Ransomware | Nordics | Threat Actors

axira | (0
aiin |
yo I

ansomnu>. N -

incransom _ 3

nightspire - [ N EEEEEN -

oy [ -
babuk2 _ 2
datacarry _ 2
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truction

@ Educational

@ Administrative and Sup and Waste Management and

Arts, Entertainment, and Recreation
@ Healthcare and al Assistance
t Public

i

@ Unknown

netnordic
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How Can SOC Utilize All Of This?

—> [ SOC Monitoring Development ]— How can we detect this?

What should the customers
management be aware of?

—> [
[ SOC Service Management How can the Customer make

Threat Intelligence Sources strategic decisions based on this
information?

SOC Threat

. —> [ SOC Threat Hunting ]— Has this already happened?
Intelligence

. Actively responding to the observed threat:
B SOC Operations ]_ locking out accounts, isolating machines

Reporting, Advisories, Trends,
~—» | Threat Intel Research ]—Pub“caﬁons

— | OSINT Investigations ]—Profiling the Threat Actors

netnordic—
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WHO WHAT WHERE WHEN WHY HOW

Cyber Threat Intelligence

Intelligence for different audiences

Strategic
Tactical
Operational

Technical

netnordic
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