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whoami

• Education
• BSc ”Applied Mathematics”, Azerbaijan

• MSc ”Data Security and Cryptography”, Finland

• Community

• TurkuSec/PersecCamp/DisArray

• DisObey

• Threat Intelligence Specialist NetNordic Finland

• Dad of twin rascals, Nature walks, Reading, Cooking



Agenda

Threat Landscape

Threat Intelligence

Information Stealing Malware

Initial Access Brokers

Ransomware



Threat Landscape



Threat Intelligence

Actionable Relevant Timely



Information Stealing Malware
malicious software that harvest 
sensitive information/data from 
infected victims





Infostealers | Distribution

Various distribution channels:

• Phishing emails/social networks

• Pirated/Cracked software

• Malvertising/SEO poisoning

• Fake updates

• ClickFix/FileFix

• Vulnerabilities



Infostealers | Variations

Malware-As-A-Service

Private Infostealers

Open-source Infostealers



Infostealers | What do they steal

• System and User information

• Software/Running processes

• Browser data

• Credentials

• Credit cards

• Application configs

• Screenshot

• Files
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Infostealers | Monetization of Data

• Genesis Market

• 2Easy Shop

• Russian Market

• Lumma Market

• Exodus Market

• Telegram channels

• Free sample data sharing

• Subscriptions

• Logs aggregators

Centralized Marketplaces Cloud of logs



Infostealers | Russian Market

Biggest centralized infostealer marketplace

• Registration is kinda free

• Price per victim $0,50 - $10

• Over 9M victims

• Stealers: Lumma, Acreed, StealC, Vidar, Rhadamanthys

• Top 5: India, Brazil, Pakistan, Indonesia, Egypt
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Infostealers | Russian Market

Country Number of victims

Sweden 20,840

Denmark 11,284

Norway 9,209

Finland 7,471

Iceland 1,058

Greenland 150

Faroe 97

Åland 22



Infostealers | Russian Market
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Infostealers | Cloud of Logs



Infostealers | Quiz time!



Initial Access Brokers
cybercriminals who specialize in gaining 
unauthorized access to networks and systems 
and then selling that access to highest bidders



IAB | Attack Vectors

Exploitation of Vulnerabilities

Brute-force and Password Spraying Attacks

Social Engineering

Credential-based Attacks



IAB | Attack Vectors



IAB | Access Types

• Virtual Private Network (VPN)

• Remote Desktop Protocol (RDP)

• Web shell

• Shell/Commandline

• Remote Desktop Web Access (RDWeb)

• Email

• …



IAB | Scene
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IAB | Scene



IAB | P.S.



Ransomware
Oh, what a menace



Ransomware | Headlines



Ransomware | Nordics



Ransomware | Nordics | Threat Actors



Ransomware | Nordics | Industry



How Can SOC Utilize All Of This?



Cyber Threat Intelligence
Intelligence for different audiences 

Strategic 

Tactical

Operational

Technical 
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