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About Radware

“Dedicated to
Protecting
Your Critical
Applications”
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Global Cloud Services Network

Delivered as a Fully Managed Service 24/7

Scrubbing
centers
Worldwide

of global
mitigation
capacity

AppSec PoPs
With Global
Coverage

CDN POPs
Low latency &
fast response
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Unmatched Compliance to the Strictest Standards

BSI qualified

ISO 22301
ISO 27001
ISO 27017
ISO 27018
ISO 27701
ISO 27032
ISO 28000
EU GDPR
PCI-DSSv4
HIPAA

US SSAE16
DORA
NIS2

DDoS Protection Vendor Listing

Business Continuity Management System

Information Security Management Systems

Information Security for Cloud Services

Information Security Protection of PIl in public clouds

Privacy Information Management for Pll controllers and processors
Security Techniques -- Guidelines for Cybersecurity

Specification for Security Management Systems for the Supply Chain
EU General Data Protection Regulation

Payment Card Industry Data Security Standard

Health Insurance Portability and Accountability Act

SOC-1 Type I, SOC-2 Type Il

Digital Operational Resilience Act

Network and Information Systems Directive 2022/0383

v

|
i

leg [}
4
\\ ik 4

£
\Il"{'r / !
.
8
!
W
A

16



treryy

=i e
i

||.n||l|5'

?

radware

What's the
Problem




&y B

The Modern Threat Landscape is Shifting Exponentially

Al-Powered Revolution

Attack Tools
Attackers’ Evolving

Motivations Shifting ®

‘. ®
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Shifting Attack Motivations of Hacktivist Groups

Politically Motivated

December 6

HOLY LEAGUE

HOLY LEAGUE

PRAVESTRA, PRANHICA WILL K BEFORE OUR CYBER MIGHT!
HAVSTRAA MABER KEREM KINERSHOH!
"France! For a long time, we have awaited the moment to visit you.

Tomorrow, you will witness the digital inferno of our cyber power.
Prepare to kneel before us!"

"®paHumA! JOAr e oAbl Ml XA3NM MOMEHTa NOCeTUTS TebA.
3a8Tpa Thl yBUANLLIL UMGPOBOV A Halwelt KGepCunLi. FOTOBLCA
NPEKNOHUTS KONeHN Nepes Hamu!”

g
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1e by one under our joint strike
with Ho

HCRWE is an energy company in Germany; headquartered in
Essen, Germany

X Munich stock Exchange
S /2 5

X Celemony Software GmbH - German music software company

tion on the Celemony Software GmbH portal
N \rt/219¢ f

X Nemetschek SE is a German IT company, one of the le:
Software producers for the architectural and civil engineering

industries
> ort/219¢

COSRAM Licht AG is a multinational company headquartered in
Munich, Germany, a developer and manufacturer of
semiconductor components, lighting equipment and intelligent
lighting systems.

SCOSRAM Licht AG

French Gov & AXA Holy League attacks

Insurance
(DEC 24)

German industries
and Munich SE

(DEC 24)

o

Religiously Motivated

in X RipperSec Chat | fill }

RipperSec (guw »as )

T

F
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Ripper

RipperSec Attack

on French Banks
(DEC 24)

Mr Hamza

P

ISSUER'S GUIDE E]

Corporate growth can take
many forms. Choose the
best path and become one
of the market leaders.

Ce site est inaccessible

wass (Prague Stock Exchange - PSE) ély oo syl gdsall Jubass 5
ogell Slunssall 35 il Byatanall dibpsanl] o

he official website of the Prague Stock Exchange (PSE) has been
disabled as part of ongoing cyber operations targeting vital
ns.

Target:

Check:

Czech Gov &
Prague Stock

Exchange
(DEC 24)

Financially Motivated

D) HUGE UPCOMING ANNOUNCEMENT SOON, DON'T MISS IT

Ir dow
¥ Introducing InfraShutdown: The Ultimate DDoS-for-Hire

Revolution 4F

DDoS & Botnet
for hire

All our previous successful attacks were completely c|

with vn record-breaking DDOS infrast

All future attacks will also be carried out throuy

new upgraded DDOS infrastructure
0 ity

£/ JOIN NOW

$250

WISE

$500 $1000
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All-in-One Automated Attack Tools on Github

@ github.com/MatrixTM/MHDDoS

Features And Methods

I

DDoS attack
vectors

MHDDoS - DDoS Attack Script Wit-

(Programming Language - Python 3)

Ple TA out the

~ Layer 7 Dstats

Cloudflore (UAMs8FM) T
. T - bty /109,225, 46,163 kit
Cloudfiare (Capicha)

application
exploits

9 Attackers don’t distinguish between ,
WAF, DDoS, Bot, API attack vectors T Built-in

bypass again
common
defenses

9 Need an integrated platform to overcome
all-in-one attack tools

ooee
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Attackers Use Al to Automate Attacks

& Dear stresser.cat customers Vulnerability GPT-4 success rate
We are happy to announce a new

update to our browser method

"HTTP-TESTAROSSA"

CSRF 100%
XSS 809

SQL Injection 100%
Brute Force 80%

Now this method perfectly
bypasses DDoS-Guard protection
o mana s R and, with the help of our neural
system, perfectly passes the Text
DDoS-Guard captcha and hCaptcha

SQL Union 0%
SSTI e,
Webhook XSS

File upload

WormGPT (Lifetime/source code access)
WormGPT V3 Cor

g Also, anew browser-based
flooder has b¢:=""""

| specifically fc
is able to sub:

| headers parai L & Research shows how LLM

| target. !

B Agents can autonomously
exploit one-day vulnerabilities™*

e 5 o soow O

GenAl tools used by attackers
* [2404.08144] LLM Agents can Autonomously Exploit One-day

NeW Al'based CAPTCHA . Vulnerabilities (arxiv.org)
solving tool

O — Fight Al with Al: Need Al-Powered Intelligent Security

OO..
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Al Introduces ‘Unprecedented Unpredictability’ to Threats

e Signficantly lower barriers to launch sophisticated, unpredictable attacks
6 Al-driven attacks can evolve rapidly and create new, unforeseen vulnerabilities

e Even cognitive SOARs struggle with dynamic nature of Al-driven attacks

Application security must develop Al models that can understand normal
9 behavior, identify anomalies and adapt in real-time
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Cloud Security Platform Powered by Radware EPIC-AI™
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SOC
Management
Core

Cross-Platform
Fabric

RT Cloud
Protection
Engines

Al-powered SOC tools & managed services
SecOps enablement
Compliance, analytics & integrations

v ¥V

Threat intelligence insights & preemptive protection feeds
Cross-module Al-based correlation
Continuous Al-powered policy tuning & recommendations

v

DDOS WEB DDOS
PROTECTION PROTECTION

°o3 ALTEON $¢ DEFENSEPRO X
@ CLOUD
Y SERVICES

APl & BLA BOT ATO CLIENT SIDE

WAF PROTECTION  MANAGER  PROTECTION  PROTECTION

@ mNGMx Q #

e nvoy HAPROXY

aws ‘C’
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Real World EPIC-AIl Protection Where It Matters Most

Accelerate SOC
ops & reduce
MTTR by upto 20X

Block malicious
sources across
the platform

Surgically block
Web DDoS
Tsunami Attacks

Quickly identify root cause
& resolve incidents with
Radware’s Al SOC Xpert

Preemptive protection
with Al-driven ‘Source
Blocking” algorithms

Al-powered Web DDoS
Protection with ‘surgical’
real-time signature creation

“ Radware is the only vendor in this
analysis to earn a top score on the
Al enhanced vulnerability
detection criterion ”

GIGAOM

éé Gartner clients value the
automated learning approach
that Radware takes ”

Gartner

“ According to customer feedback,
Radware is ridiculously always
accurate 99

=IDC
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Web DDoS
The preferred
Weapon of
Cyber Crime

Hard to detect,
Difficult to mitigate

Number of Attacks

Web DDoS Attack per Quarter 2023-2024

1L OO/

T I"TJI/

2024 vs 2023

2023
W 2024
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Deadly WEb o -;'.'ggt"
DDoS Tsunami Low traffic volume — Ultra high RPS
Attacks

Sl T 0 M
Encrypted floods MW,
Biineomn M WG © e, |

Al-powered approach
essential for accurate
detection & mitigation

Appear to be |legitimate requests

= --'#‘_ -.--.‘--.'-..1-“:”1 k ™~
L h

Basic techniques (Rate
limiting, Geo-blocking,
CAPTCHA, JS Challenge)
impact legitimate traffic
and/or user experience




Significant WebDDoS attack on large European Airline

Mitigation

Total Requests

Average Values

Maximum Values

Mitigation

Total Requests

Average Values

Maximum Values

e e it il 1 . i e ki 1,546,214,661 1,544,249,607 333,235 RPS 1,289,856 RPS
Requests Rate 15
1,0
Inbound Blocked Clean
Mitigation Mitigation
1240 818185 1240 530.161 138022 RPS Received Cropped -i:-i_S:i_:%'fI:Z": -e:__.::‘.:_:e second
i e 575,899 561,448 559 RPS 2,031 RP
Detection (PR
Requests Rate WRpER.
_T: I ;]::10_::: i 55R
: 2 Inbound ICKE( ean

Inbound

Blocked Clean




Radware
Protects EMEA
Bank from
Web DDoS
Tsunami
Attacks

Layer 7 application DDoS
protection is where it shines.
Mean time to remediation is
within seconds.

Radware Customer,
Tech Services

'] PeerSpot

Latest Real Time Signature

Attack Peaks Attack Length Attack Signature
Up to Several days w/ multiple Signature created in
waves lasting real-time includes
RPS HOURS PARAMETERS

9 Fight Al with Al: Al-based algorithms create
signatures in real-time

“#radware | 18



&y B

Radware UNIQUE Value Proposition

e Market-leading, consolidated security platform across all layers of OSI stack

Q Sophisticated, Al-enabled, automated, behavioral threat response capabilities

e ‘Single pane of glass’ security and visibility across entire application environment

e Futureproof architectural flexibility compatible with any type of application environment
Q Fully integrated with one of the largest and fastest CDNs on the planet (AWS)

e Delivered as a Fully Managed Service 24/7 supported by 200+ top cybersecurity experts

“#radware | 19
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Announcing MSSP Application Security by Netnordic!

netnordic & “*s* radware

THE BEST COMPANION

BEST OF BREED:
* Best in class technology by Radware
* Best in class technological competence and service quality by Netnordic

* Local language, local timezone, local touch

Let Netnordic experts take care of all your Application Security needs!

“#radware | 20
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