We are your best

Companiomgs:

We breathe technology and love smart
solutions. @
We are NetNordic.

netnordic "

THE BEST COMPANION



/ AGENDA

/DEL1 (40 MIN) \

NETNORDIC & PUBLIC CLOUD (10 MIN)
NULAGE QUIZ & DISKUSSION (10 MIN)
«  VAD AR MICROSOFT PURVIEW? (10 MIN)
«  GENOMGANG TILLSAMMANS MED MICROSOFT
K . OKEJ! MICROSOFT PURVIEW SUITE, MEN HUR GOR VI? (10 MIN) /

KORT BREAK (15MIN)

" DEL2 (35 MIN) o
. DEMO: PURVIEW | PRAKTIKEN (20 MIN)
- RAPPORT FRAN VERKLIGHETEN (10MIN)

. * SAMMANFATTNING & NASTASTEG (5 MIN) )
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/ NETNORDIC & PUBLIC CLOUD
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Anton Lovmar
Security and Compliance
Specialist
NETNORDIC

Carl Gate
Business Developer
NETNORDIC

Martin WoszczynsKki

Al Workforce Specialist
MICROSOFT

Rasmus Spendrup
Cloud Advisor
NETNORDIC




/ NETNORDIC & PUBLIC CLOUD

800+ 17 2000+
employees offices customers
o O
NetNordic is a Nordic integrator in cloud and
infrastructure. We specialize in products and
services for mission-critical infrastructure within Norway
cyber security, secure networks, and SOC service, 52%22
together with layers of Multi Cloud & Application Haugesund _
Kristiansand Finland
Enablement Oslo Helsinki
') Stavanger Sweden Turku
) ) Trondheim Stockholm . O
Our experts offers strategic guidance and a o e
seamless migration pathway to the cloud, % o) Malmé ©
ensuring your company's successful digital
transformation. We deliver the industry-leading o O
managed Azure cloud platform that augments your 3
organization's digital capabilities
o]
Denmark

) Copenhagen o O
netnordic o
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/ NETNORDIC & PUBLIC CLOUD

Microsoft 365 . Migrations & Mlcrosoft Azurg
(ve-out $; Cloud Solutions Provider,
Ca = Strategists, Architects, Security
experts, Governance & Operations

Cloud Solutions Provider, Security,
Compliance, Adoption as well as
Governance & Operations

Cloud modernization Mlcros'oft'Mlgratmns
Developers modernizing Tenant migrations peryear

since 2016. Proven migration

framework and processes

applicationsin Azure and
Microsoft 365

NetNordic Cloud
Offerings
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Interim on demand Cloud economy

Experienced C-level Percent average savings within 60

days provided by our cloud
economy specialists

competences for interim
assignments
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NULAGE QUIZ & DISKUSSION

Interaktiv & anonym frégesport\'//i// =7
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/ NULAGE QUIZ & DISKUSSION

Skanna Microsoft Forms QR med din
smartphone for att delta anonymt i
var Quiz

netnordic

THE BEST COMPANION

Anvander ert foretag nagon form av Al tjanst?

Anser ni att erat foretag har ett anpassat skydd for erat ”’Kansliga” data?

Har ni en dedikerad compliance- eller dataskyddsansvarig (DPO) pa ert

foretag?

Vilka regelverk ar mest relevanta for ert foretag?

Hur hanterar ni klassificering av kanslig data idag?

Anvander ni Microsoft Purview eller liknande verktyg for datastyrning?



/ NULAGE QUIZ & DISKUSSION - VEM AR ANSVARIG FOR ATT SKYDDA ERT DATA?

Dataskyddsombudet? Informationsagaren? HR-chefen? IT-chefen?

Chefen for informations- Alla anstallda? Chefen for Juridik?
sakerhet?

netnordic
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/ VARFOR COMPLIANCE & SAKERHET AR SA VIKTIGT
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Skyddar mot juridiska och ekonomiska risker

Bristande efterlevnad kan leda till boter, sanktioner och stamningar. Ett
starkt efterlevnadsprogram hjalper till att undvika kostsamma konsekvenser
och ett urholkat varumarke.

Bygger fortroende och varumarke

Att visa etiskt och foljsamt beteende starker relationerna med kunder,
partners och investerare. Fortroende ar en konkurrensfordel pa dagens
marknad.

Mojliggor innovation och effektivitet

Genom att hantera data, risker och regler pa ett effektivt satt kan
organisationer infora ny teknik som Al snabbare, samtidigt som sakerhet och
integritet sakerstalls.

Hanterar komplexa risker

Effektiv efterlevnad omfattar dataskydd (GDPR), antikorruption, miljolagar
och arbetslagstiftning. Det minskar riskerna for insiderhot, dataintrang och
oetiska metoder.



/ DATASAKERHET AR AVGORANDE FOR STARK CYBERSAKERHET!

nEtnordic Source

2Microsoft Data Security Index report

B 3First Annual Generative Al Study: Business Rewards vs. Security Risks, Q3 2023, ISMG, N=400




/ DATASAKERHETSINCIDENTER KAN INTRAFFA NAR SOM HELST, VAR SOM HELST

Externa risker Interna risker

Anvandaren faller offer for Anvéndaren kopierar filen till Anvandaren delar av Anvandaren tar bort
nitfiskeattack, ett USB-minne och laddar oaktsamhet kansliga data kanslig information innan
komprometterar sedan upp dentill en i generativa Al-appar han eller hon lamnar

.. . personlig Dropbox som han o
anvandarautentlserlngs— . organisationen
. eller hon tar med sig till en
uppgifter

konkurrent

8) G

Kompromettering é) Stold av data é’) Datalackage Sabotage av data é’)
av data av yttre hot o av illvillig insider ® av forsumlig insider o av missndjd insider o

mesestcoveanon  Data som riskerar missbruk om organisationen inte har ndgon insyn i sin dataegendom




/ DE STORSTA OROSMOMENTEN FRAN LEDARE INOM RISKHANTERING

av ledarna angav lackage av kansliga uppgifter som deras

80% + storsta oro, och 48 % av dem forvantar sig att fortsatta

forbjuda all anvandning av GenAl pa arbetsplatsen-.

3 1 O/ av organisationerna har etablerat en global dataarkitektur
(o och 25 % har ett globalt datakvalitetsprogram3.

Minst ett globalt foretag kommer att fa sin Al-anvandning

2 02 7 forbjuden av en tillsynsmyndighet for bristande efterlevnad
av lagstiftning om dataskydd eller Al-styrning’.

. \\;\6
=
n et n 0 rd l.c Y 1. Gartner Security Leader’s Guide to Data Security, Sep 2023
THE BEST COMPANION 2. First Annual Generative Al study: Business Rewards vs. Security Risks, Q3 2023, ISMG, N=400

3. Voice of the Chief Data Officer 2024, 4. DSI Report
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VAD AR MICROSOFT PURVIEW? |

Genomgang tillsammans medwt/i// ~
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Vad ar Microsoft
Purview?

Tank dig att din organisation ar ett stort
hus med tusentals rum (data).

Utan Purview vet du inte:
1. Var saker ligger.
2.Vem som har nycklarna.

3. Om dorrarna ar lasta.

Purview ar som ett kontrollrum...

Din

|organisation



Vad ar Microsoft Purview?

... kontrollrum for all din data — sa att du vet var den finns, hur den anvands och att den ar saker.

Kann till Forhindra Regel-

din data dataforlust efterlevnad

Identifiera och Tillampa Forhindra oavsiktlig Behall och ta bort
klassificera skyddskontroller och overdelning av kanslig kansliga uppgifter for att
kanslig data forhindra lackor av information folja regelverk

kanslig data



Varfor behovs det?

Data ir 6vervallt

i mejl, Teams, SharePoint, mointjanster

Affarsvarde

battre kontroll ger trygghet, minskar
kostnader och starker fortroendet hurider



i

Vad ingar i Microsoft Purview?

Data sakerhet

Ettiketter, kryptering. Stoppar kanslig
data fran att lacka och identifierar
riskbeteenden.

Data Loss Prevention
Insider Risk Management
Information Protection

Data Security Posture Management

Ostrukturerad och strukturerad data

Regelefterlevnad

Hjalper att folja GDPR, HIPAA m.fl..
Sparar och granskar data vid behov.

Compliance Manager
eDiscovery and Audit
Communication Compliance

Data Lifecycle & Records Management

Traditionell och Al-genererad data

Delade funktioner

Kartlagger och katalogiserar all data.
Ger rapporter om datakvalitet och
anvandning

Data Catalog
Data Quality
Data Management
Data Estate Health

Microsoft 365 och Multi-cloud

)

Data Map e Connectors e Classification @ Labels @ Audit e Visibility w




/ VARFOR INVESTERA | PURVIEW?

* Minskad komplexitet — en plattform istallet for
manga losningar.

* Automatisering med Al - mindre manuellt arbete.

* Multi-cloud stod - fungerar med Microsoft 365,
Azure, AWS, Google.

 Framtidssaker - integreras med Copilot och Al-

losningar.

. )
netnordic
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/ LICENSERING: PURVIEW SUITE

Purview Data Lifecycle and Records Management
Use retention labels and policies to retain and delete information.

Purview Data Loss Prevention (DLP)
Identify, monitor, and automatically protect sensitive information stored across Office 365 locations.

Purview Information Protection
Identify and protect sensitive data including credit card, bank account, and passport numbers.

Information

Protection
& Governance Purview Message Encryption

($7.00) Send and receive encrypted email messages to people inside and outside your organization.

Microsoft Defender for Cloud Apps ($3.50)

A multimode Cloud Access Security Broker (CASB). It provides rich visibility, control over data travel, and sophisticated analytics to identify and combat cyberthreats across all your cloud service.

Purview Customer Key
Help meet compliance requirements by exerdising control over your organization’s encryption keys.

Microsoft —_—
Purview Suite

($12.00) Purview Data Connectors

Apply various Microsoft Purview solutions to third-party data that has been imported and archived in Microsoft 365.

Purview Customer Lockbox
Maintain control over your content with explicit access authorization for service operations.

Insider Risk
Management
($6.00)

Purview Communication Compliance
Minimize communication risks by detecting, capturing, and taking remediation actions on inappropriate messages in your organization.

Purview Privileged Access Management
Help protect your organization from breaches through granular access control over privileged admin tasks.

Purview Insider Risk Management
Detect, investigate, and take action on risky activities in your organization.

Purview Information Barriers
Restrict communications between specific groups of users inside your organization to safeguard internal information.

I Purview eDiscovery (Premium
eDiscovery & Audit Manage the end-to-end workflow of internal and external investigations.

($6.00) Purview Audit (Premium)

—— o Gain wisibility with new auditing capabilities that help with forensic and compliance investigations.

netnordic
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/ LICENSERING: ENTERPRISE MOBILITY & SECURITY (EMS) E3 & E5 PAKETERINGAR

Includes all P1 capabilities, as well as Identity Protection (risk based conditional access), and Identity Governance
Microsoft Entra ID3 P2 $9.00 (PIM). The most trusted identity and access management solution in the market that helps you safeguard user
credentials and connect people securely to the apps they need.
Azure Information Protection P22 « Includes aII.P1 capabilities, intellige.nlt classification & encryptionl for files, emails and documents. Control and help
secure email, documents, and sensitive data that you share outside your company.
Microsoft Defender for Identity $5.50 Cloud-based solution that helps protect your organization's identities from multiple types of advanced targeted
cyberattacks.
Microsoft Defender for Cloud $3.50 Cloud access security broker (CASB) with discovery, behavioral analytics, risk assessment, data protection,
Apps : and threat protection.
EMS E5
($16.40) Microsoft Intune $8.00 A cloud-based service for mobile device management (MDM) and mobile application management (MAM).
: Intune integrates with Azure Active Directory (Azure AD) to control who has access, and what they can access.
Azure Information Protection P14 * Cloud—ba.s.ed data classification, trackir.lg, protection, .andl encryption. Control .and help secure email, documents,
and sensitive data that you share outside your organization. Includes Azure Rights Management.
EMS E3 I . . . . . .
A comprehensive identity and access management cloud solution that combines core directory services, application
($10.60) Microsoft Entra ID? P1 $6.00 access management, authentication, single sign-on, multifactor authentication, authorization and conditional access.
: This edition includes everything you need for information worker and identity administrators in hybrid environments
across application access, self-service identity and access management (IAM), and security in the cloud.
Microsoft Advanced * A cloud-based security solution that leverages your on-premises Active Directory signals to identify, detect, and
Threat Analytics investigate advanced threats, compromised identities, and malicious insider actions directed at your organization.
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/ KONTROLLER DATASAKERHET - MODULAR DESIGN

Recommended
Module

Exchange
Online

Optional
Module
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Compliance Manager
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Grundlaggande - Installation och konfiguration

Recommended
Module

SharePoint
Online

Recommended
Module

On-premises
data stores

Recommended
Module

Recommended
Module

Windows 10/11
Endpoints

Optional
Module

Insider Risk
Management

Optional
Module

Communication
Compliance

Purview-
konfiguration

Recommended
Module

Data security for
Generative Al

Ytterligare Purview-
funktioner



MICROSOFET PURVIEW SUITE

Okej! Vi fattar, men hur gor vi? \‘/i/’///
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Discover hidden risks Protect and prevent
to data wherever it data loss across your
lives or travels data estate

®
=@ x
O

netnordic

THE BEST Balance data security and productivity

Quickly investigate
and respond to data
security incidents




Enable Data Security
Check discovery services

Exchange Online, SharePoint
Online, Teams, Insider Risk
Management

Optional activities as necessary

netnordic

THE BEST

Automated discovery
of sensitive data and
user behavior

|dentify sensitive information in
Microsoft 365 data repositories,
Monitor for risky user behavior.

Discover Shadow Al

(Over) sharing of sensitive data

Analysis and

Reporting

» Collect reports, logs, and
dashboard information.

* Analyze findings, map to solutions,
and provide recommendations.




DEMO: PURVIEW | PRAKTIKEN

Antligen! M
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/ DEMO: PURVIEW | PRAKTIKEN

Anton Lovmar

Security and Compliance
Specialist
NETNORDIC
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/ RAPPORT FRAN VERKLIGHETEN

* Inforandet av Microsoft Purview ar inte ett IT-projekt.

* Intressenter som representerar verksamheten maste involveras.

» Ett framgangsrikt inforande av Purview kraver tid da det paverkar
samtlig personal.

* Det arviktigt att hitta ratt balans mellan tekniskt skydd och
anvandarvanlighet.

* Nar Purview implementeras korrekt ger det ledningen en
realtidsoverblick over var risker finns.

* Purview kan upplevas som utmanande men ar vardefullt vid
revisioner, inforandet av Copilot, reducering av ”stale data” och

andra utmaningar.

netnordic
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/ SAMMANFATTNING & NASTA STEG

* Borja smatt och fokusera pa att skapa varde
» Seinte pa Purview som enbart ett IT-sakerhetsprojekt

* Tahjalp! Det ar mycket lattare att komma igang da

netnordic "+
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We make sure you

WORK SMART
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