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Modern Threat Landscape
Attackers Innovate

Phishing BEC Account Takeover

Phishing Initial 

Access 

(92.3%)

Source: DFIR
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FBI: Reported losses associated to Email Fraud
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BEC caused $2.7B 
losses to the victimized 

business in a year

Source: FBI

Key TrendsKey Trends Key Trends

Targeted Attacks at Scale

• MFA collection is the standard

• New human-activated malware 

techniques

• Text-based threats require AI-based 

detection 

• Supplier invoicing fraud most costly

• Threat actors set up shop in M365

• Compromise supplier accounts to 

target your organization 

Organizations targeted for 

email account takeover

Organizations compromised 

via ATO

98%

62%

Source: Proofpoint Threat Research
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Nearly 1 in 7 malicious URL clicks 
happen within 1 minute of the 

email's arrival
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Kindly update the 
account details for 
this transfer

Could you please 
modify the account 
information for this 
transaction?

Solicitamos un 
cambio en los 
detalles de la 
cuenta pertinentes 
para este pago

Veuillez mettre à jour 
les détails du compte 
pour ce virement.

Bitte aktualisieren Sie 
die Kontodaten für 
diese Überweisung.

Please update our 
previous instructions 
around this payment

Addressing the Modern Threat Landscape 
With Semantic Analysis 

“Bank

 Fraud”
                
                     Semantic Analysis

(LLM)

Understand the intent and 
context of email messages



LLM in Action — Spot the BEC 

Bank Fraud
High Confidence 

(LLM)

Uncommon Sender

Potential Lookalike

Low Domain Age

Suspicious Sending Infrastructure

Sender Previously Impersonated

Sender: Robert Brown  robert.brown@firstcorp-mail.com

To: Ivy Price  ivy.price@acme.com

LLM in Action
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WHAT

Human-Centric 
Approach to Defend Data



WHAT WHY

Human-Centric 
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Human-Centric 
Approach to Defend Data

ACTIVITY INTENT CHANNELSWHAT WHY HOW



Reinvent your data loss prevention 

program for the digital workplace

Data loss 

prevention

Email Cloud Endpoint

A C T I V I T Y I N T E N T C H A N N E L S



Reinvent your data loss prevention 

program for the digital workplace

Data loss prevention

Email Cloud Endpoint

Insider threat
management 

Secure your organization from within

Visual ForensicsAnomaly Detection 

A C T I V I T Y I N T E N T C H A N N E L S



CONTAIN SAAS AND 

IDENTITY SPRAWL
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96%
organizations targeted

for account takeover

58%
organizations experienced 

account takeover

52%
of hijacked accounts 

had MFA enabled

Proofpoint research



96%
of organizations targeted

for account takeover

58%
of organizations experienced 

account takeover
of hijacked accounts 

had MFA enabled



PROACTIVE REACTIVE

App & Identity Protection



App & Identity Protection

Understand and change risk 

posture of identities and apps

App 

& Identity Posture

Detect, investigate and 

resolve compromised accounts 

Account Takeover

Protection



PROVIDE CONTINUOUS 

GUIDANCE

PROVIDE CONTINUOUS 

GUIDANCE





Positive 

Reinforcement

Risk-based 

Learning 

Personalized 

Interventions
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Integrations across the Modern Stack

SASE XDR

Identity

SecOps + Automation
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