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Our broad cloud 
offering 
accelerate digital 
transformation 
with focus on 
business value

Cloud migration 
and adoption

Cloud 
optimization

Cloud operations 
& monitoring

Cloud 
security

Cloud strategy & 
advisory

Hybrid & private 
cloud

Our team delivers projects efficiently with focus on intergrating both 
people and technology. This ensures a successful adoption considering 
the organizations cloud readiness and ambitions

NetNordic ensures you get maximum value out of your cloud journey 
by conducting optimization services, diving deep into the data, using 
right sizing, and advising you on choosing the right services for the job.

Offering a broad portfolio in Azure, NetNordic manage services with 
focus on monitoring and providing valuable insights about the clients' 
environment to support customers cloud projects

Ready-made integrations on network, security, IAM enable NetNordic's
partners to take full advantage of our integrated Azure cloud platform 
while maintaining a seamless, secure and unified IT environment.

We tailor a cloud strategy around your business needs using key 
principles for device and software mgmt., user access mgmt., security 
& compliance and advising best-in-class cloud-first approach

The hybrid and private cloud services allow clients to keep workloads 
not ready for public cloud easily available with a comprehensive, fully 
managed setup with dual-site hosting, disaster recovery and more

Source: NetNordic 



Cyber Crime development and AI 



Key Strategic Objectives
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Office IT
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Device and software 
standardization

Security and compliance

Principles Objectives Business Value

• We issue a standard set of devices to our employees (PCs supplied in S-XL packages)

• Standard certified OS and software is used across all business units and countries 

• Solutions are based on standard technology and software with minimal level of 
customization

• One identity for all applications using AAD O365

• One place to enable and disable user access to software and devices

• On board and offboard users in one place 

• Installed software is monitored on all devices using Intune O365

• Multifactor Authentication and conditional access

• Audit trail across all platforms and monitor Monitor 24/7/365

• Central patch management for all software

• Increased efficiency in IT support through less 
time spent on troubleshooting problems caused 
by custom installations

• Employees work more efficient with devices not 
causing problem

• Good user experience

• Less license cost 

• Less governance cost and high security

• Fast integration to external cloud applications

Financial Impact

• Software compliant and high security

• Cost reduction through optimizing software 
usage

• Less administration through streamlined 
software versions 

Centralized and 
standardized user access 

management

OPEX EBITDA

OPEX EBITDA

OPEX EBITDA

Cloud First Approach

• Optimize costs by shifting to OpEx and reducing CapEx

• Strengthen security and compliance with cloud-native controls

• Improve agility and innovation through rapid service deployment

• Enable data-driven decisions with real-time analytics and AI

• Ensure business continuity with cloud-based disaster recovery

• Decreased operational and maintenance costs

• Scalability

• Secure 

• Less business interruption

• Flexible and fast time to market

OPEX EBITDA





Azure PurviewAzure Purview

Security and Policy Framework 
Security modernization with Zero Trust Principles

Microsoft Information Protection 
(MIP)

Microsoft Information 

Protection (MIP)

 File Scanner (on-premises and 
cloud)

File Scanner
(on-premises and cloud)

S3

Identity & Access

Azure Active Directory

Azure Active Directory

Active Directory

IoT and Operational Technology (OT) People Security

Software as a Service (SaaS)

3rd party IaaS & PaaS

Azure Arc
Azure Arc
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Endpoints & Devices Hybrid Infrastructure – IaaS, PaaS, On-Premises

Azure Key Vault
Azure Key Vault

Azure WAF
Azure WAF

DDoS Protection
DDoS Protection

Azure Backup
Azure Backup

On Premises Datacenter(s)

 Azure Firewall  Firewall Manager
Azure Firewall
& Firewall Manager

Attack Simulator
Attack Simulator

Insider Risk Management
Insider Risk Management

Azure Sphere

Azure Sphere

Compliance ManagerCompliance Manager

Private LinkPrivate Link

Conditional Access – Zero Trust Access Control decisions based on explicit validation 
of user trust and endpoint integrityConditional Access – Zero Trust Access Control decisions 

based on explicit validation of user trust and endpoint integrity

GitHub Advanced Security – Secure development and software supply chain
GitHub Advanced Security – Secure development and software supply chain

Network protectionCredential protectionFull Disk Encryption Attack surface reductionNetwork protection

Creden tial protect ion

Full Disk Encrypt ion

Attack surface
reduc tion

Windows 10 Security

App control

Exploit protection

Behavior monitoring

Next-generation 
protection

Security Operations /  SOC

MSSP/MDR

Endpoint Server/VM
Endpoint
& Server/VM

Office 365Email and Apps
Office 365
Email and Apps

 Azure  3rd party 
clouds

Azure 
& 3rd party 

clouds

Identity Cloud  
On-Premises

Identity
Cloud & 

On-Premises

Threat ExpertsThreat Experts Detection and Response Team (DART)Detection and Response Team (DART)

SaaSMicrosoft Cloud 
App Security

SaaS

Microsoft Cloud 
App Security

Microsoft Defender for EndpointUnified Endpoint Security
Microsoft Defender for Endpoint

Unified Endpoint  Security

Endpoint Data Loss Protection (DLP)Endpoint Data Loss Protection (DLP)

Web Content FilteringWeb Content Fi ltering

Endpoint Detection  Response (EDR)Endpoint Detection & Response (EDR)

Threat  Vuln ManagementThreat & Vuln Management

Azure Defender – Cross-Platform, Cross-Cloud XDRMulti-asset detection and response for infrastructure and platform as a 
service (IaaS  PaaS), Proactive Threat defenses

Azure Defender – Cross-Platform, Cross-Cloud XDR
Multi-asset detection and response for infrastructure and platform 

as a service (IaaS & PaaS), Proactive Threat defenses Communication Compliance
Communication Compliance

Azure Lighthouse
Azure Lighthouse

Azure Security Center – Cross-Platform Cloud Security Posture Management (CSPM)
Azure Security Center – Cross-Platform Cloud Security Posture Management (CSPM)

Compliance DashboardCompliance Dashboard

Secure ScoreSecure Score

Other Tools, 
Logs, and 
Data 
Sources

Azure Bastion
Azure Bastion
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Information Protection

Advanced eDiscovery
Advanced eDiscovery

Data Governance
Data Governance

Azure Defender for IoT provides agentless 
security for unmanaged IoT/OT devices (via 
integration of CyberX technology) plus 
security for greenfield devices managed via 
Azure IoT Hub. It is deployed either as a 

Azure Defender for IoTAzure Defender for IoT

Asset & Vulnerability 
management

Threat D etecti on 
& Response

ICS, SCADA, OT

In ternet of Things (IoT)

Industria l IoT (IIoT)

Defender for Identity
Defender for Identity

Azure AD PIM
Azure AD PIM

Azure AD B2B & B2C

Identity ProtectionLeaked cred protectionBehavioral Analytics
Identity Protection

Leaked cred protection

Behavioral Analytics

Passwordless  MFAPasswordless & MFA

Authenticator AppAuthenticator App 

Hello for BusinessHello for Business

Identity Governance
Identity Governance

FIDO2 KeysFIDO2 Keys

NGFW

Express RouteExpress Route

Microsoft Azure

Azure Marketplace

Proxy

Edge DLP

IPS/IDS

Azure StackAzure Stack

Azure Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT
Azure Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT

Azure AD App ProxyBeyond User VPNAzure AD App Proxy
Beyond User VPN

Security  Other ServicesSecurity & Other Services

Discover

Protect

Classi fyMonitor

Microsoft Secure Score – Measure your security posture, and plan/prioritize rapid improvement with included guidanceMicrosoft Secure Score – Measure your security posture, and plan/prioritize rapid improvement with included guidance
Microsoft Compliance Score – Prioritize, measure, and plan improvement actions against controlsMicrosoft Compliance Score – Prioritize, measure, and plan improvement actions against controls

Microsoft Endpoint ManagerUnified Endpoint Management (UEM)
Microsoft Endpoint Manager

Unified Endpoint Management (UEM)

IntuneIntune Configuration ManagerConfiguration Manager

Securing Privileged Access – Secure Accounts, Devices, Intermediaries, and interfaces to enable and protect privileged users
Securing Privileged Access – Secure Accounts, Devices, Intermediaries, and interfaces to enable and protect privileged users Privileged Access Workstations (PAWs) - Secure workstations for administrators, developers, and other sensitive usersPrivileged Access Workstations (PAWs) - Secure workstations for administrators, developers, and other sensitive users

 Microsoft Cloud App SecurityApp Discovery  Risk Scoring (Shadow 
IT)
Threat Detection  ResponsePolicy Audit  EnforcementSession monitoring  control Information Protection  Data Loss 
Prevention (DLP)

Microsoft Cloud 

App Security

App Discovery & Risk Scoring 
(Shadow IT)

Threat Detection & Response

Policy Audit & Enforcement

Session monitoring & control

Information Protection & 
Data Loss Prevention (DLP)

Threat  Vulnerability ManagementIntegrated data classificationThreat analytics on top attacksThreat &  Vu lnerability Management

In tegrated da ta c lassification

Threat a nalyti cs on top attacksAdvanced Detection  Remediation | Automated Investigation  Remediation | Advanced 
Threat Hunting

Advanced D etecti on & Remediation | Automated Investigation &  Remedia tion  | Advanced Threat Hunting

Azure Defender
Azure Defender

Microsoft 365 Defender
Microsoft 365 Defender

Extended Detection and Response (XDR)

https://docs.microsoft.com/azure/purview/overview
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/azure/lighthouse/overview
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/blog/regulatory-compliance-dashboard-in-azure-security-center-now-available/
https://docs.microsoft.com/azure/security-center/secure-score-security-controls
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/microsoft-365/compliance/ediscovery
https://docs.microsoft.com/microsoft-365/compliance/retention
https://docs.microsoft.com/azure/defender-for-iot/
https://docs.microsoft.com/defender-for-identity/what-is
https://docs.microsoft.com/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/azure/active-directory/governance/identity-governance-overview
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-security-key
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/marketplace/
https://azure.microsoft.com/blog/security-and-compliance-in-azure-stack/
https://aka.ms/AzureSentinel
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://docs.microsoft.com/azure/
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/compliance/compliance-score-calculation
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/mem/configmgr/
https://aka.ms/spa
https://aka.ms/PAW
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection


Security & 

Compliance 

Policy Engine

Enforcement
of policy across resources

Office 365

Dynamics 365

Microsoft Applications

Cloud Infrastructure

Linux LoginAzure Portal

Modern Applications

SaaS Applications

Documents

Mobile Apps

Azure Resource Manager (ARM)

Azure Resource 

Manager (ARM)

Microsoft Cloud App SecurityConditional Access App Control

Microsoft Cloud App Security

Conditional Access App Control

Monitor & 
Restrict Access

Microsoft Information Protection (MIP)

Microsoft Information 

Protection (MIP)

 Microsoft Intune (MAM functionality)

Microsoft Intune 

(MAM functionality)

Approved Apps

Lower Access
Restricted session

Legacy Apps  (Secure VPN Replacement )

{LDAP}

Azure AD App Proxy

Azure AD App Proxy

Azure AD Self Service Password 
Reset (SSPR)Azure AD Self 

Service Password 
Reset (SSPR)

Remediate Leaked Credential 
(Requires MFA)

Zero Trust User Access

Decision
based on organizational policy

Signal
to make an informed decision

Legend
Full access Limited access

Risk Mitigation Remediation Path
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Increase Trust by 
requesting MFA

Policy is evaluated whenInitial Access + Token RefreshChange in security posture

Policy is evaluated when 

Initial Access + Token Refresh

Change in security posture

Organization 

Policy

 Microsoft Defender for Endpoint
Microsoft Defender 
for Endpoint

IsCompliant

Partner MDM
Partner MDM

Microsoft Intune
Microsoft Intune

Device Threat/
Risk Signals

IsManagedActive 

Directory

Conditional Access to Resources

Conditional Access

Conditional 
Access

Azure AD B2B  B2C
Azure AD B2B & B2C

 Azure Active Directory (Azure AD)
Azure Active
Directory (Azure AD)

Azure MFA

Azure MFA

 Azure AD Identity ProtectionLeaked cred protectionBehavioral Analytics
Azure AD 

Identity Protection

Leaked cred protection

Behavioral Analytics

User Threat/
Risk Signals

 Microsoft Cloud App Security
Microsoft Cloud 

App Security
User/Session Risk

Multi-Factor 
Authentication

Hello for Business

Hello for Business

 Microsoft Defender for Identity
Microsoft Defender 

for Identity

3rd party VPN and Remote Access 
Devices

3rd party VPN 

and Remote 

Access Devices

 Microsoft Threat Intelligence 8+ Trillion 
signals per day of security context  Human 
Expertise

Microsoft Threat Intelligence
8+ Tril lion signals per day of security 

context & Human Expertise

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/azure-resource-manager/management/overview
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence


Classic Approach

Restrict everything to a ‘secure’ network

Zero Trust 

Protect assets anywhere with central policy

Secure assets where they are with Zero Trust
Simplify security and make it more effective



END POINT SECURITY – ZERO TRUST 

End Point Security
Patching of software, Local Admin lock, Defender for endpoint, MDM 

Password Protection 
Forcing password penetration test, Password policy, fraud detection   

Email Protection 
Attachments, Spoof, links

Authentication
Multi Factor Authentication, Single sign on (SSO)

Automated Provisioning 
Provisioning users to applications, access rights and dynamic Groups

Network and Traffic analytics 
Monitoring of Firewalls, network traffic and AI on user behaviour 

Security awareness 
Education, fraud simulations and Security Awareness Monitoring 

SOCZero trust Policy
ISO27001 Policy’s
Data classification  



Email is the #1 attack vector
Over 90& of cyber-attacks begin with an email



Security Guides 



We  m a ke  s u r e  y o u  

WORK SMARTER ?
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