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What is Perimeter Based Security? =

Where is the perimeter?
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© EXTREME NETWORKS, INC. ALL RIGHTS RESERVED. 4



What is Zero Trust Networking?

Never Trust, Least Privilege
Always Verify Access
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Implementing Zero Trust Networking — The 3 Pillars

Zero Trust Security Model

Time Expertise

Coordination of Requires security
deploying “Best of expertise that many
Breed” takes time organisations simply

don't have

Expectations

IT Team / Stakeholders
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The Problem - Organizations Left Behind =

Why?

Network managers often have security
responsibilities

Cost
Difficult to deploy
Difficult to manage

Do not have the resource

Who?
Public Sector
SME
Enterprise
Retail

Transport and Logistics




Two Approaches to Move Forward =

Invest

) B

e

Simplify
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What is Universal ZTNA?

Universal Zero Trust Network Access
Is a consistent application of zero trust principles to users and devices
regardless of location, remote or on-premises

“Traditional network access

G a rtn er control offerings no longer cover
®

emerging enterprise needs”
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The Easiest Zero Trust Network Access Solution For Users Everywhere =

Frictionless user experience and consistent security policy

for applications and devices

One solution

« Combined NAC & ZTNA for hybrid work, guest and
loT access

Cloud NAC

* Unified visualisation and reporting for enhanced

insight and simplified management

- Automated enforcement through Extreme Universal ZTNA

Networks Cloud Devices

as?
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O
o)

Device
Configuration
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=

Access Security
for Campus and
Edge Must Evolve

* Hybrid work amplifying
the need for consistent
security policy

84% 73%

* Alayer of security at the Claim an identity-related Number of

identity level is a must.

breach in the last year organizations that
with 78% citing a direct lack visibility and
business impact as a control of every user
result’ and device's activity*

Zero trust must extend
beyond application
access into the network

2022 Trends in Security Digital Identities, Dimensional Research, June 2022



https://envoy.com/content/ebook/ds02/dl/workplace-trends-report-2022/
https://www.verizon.com/business/resources/reports/dbir/?CMP=OOH_SMB_OTH_22222_MC_20200501_NA_NM20200079_00001
https://blogs.gartner.com/andrew-lerner/2022/03/08/ztna-anywhere/?_its=JTdCJTIydmlkJTIyJTNBJTIyZWRhYTBlNGYtMjQyNC00OTIwLTk0Y2ItNmZmY2QyNDVjNzVkJTIyJTJDJTIyc3RhdGUlMjIlM0ElMjJybHR%2BMTY5MzQwNTgzNX5sYW5kfjJfMTY0NjdfZGlyZWN0XzQ0OWU4MzBmMmE0OTU0YmM2ZmVjNWMxODFlYzI4Zjk0JTIyJTJDJTIyc2l0ZUlkJTIyJTNBNDAxMzElN0Q%3D&_gl=1*1ob8v93*_ga*MjEyMjEyMTczOS4xNjc2NDg0MTAx*_ga_R1W5CE5FEV*MTY5MzQwNTczMi41LjEuMTY5MzQwNTg0OC4xOS4wLjA.&_ga=2.18429433.1913348807.1693405732-2122121739.1676484101

Traditional Network Security Approaches Cannot Support Hybrid Work =

Legacy solutions are inherently ‘allow all’

“

VPN AP Config Switch Config NAC Config

Legacy solution not designed to scale Trade-off betwee.n security and provisioning
skills / resource

* One persistent tunnel for all traffic
+ Basic authentication

* Not designed for cloud apps

* Inconsistent user experience

* Manual config cumbersome

Rework needed when new device onboarded
Policy consistency issues

NAC dependent on switch config
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Extending ZTNA to Campus Leaves Gaps

Strengths:

Strict authentication and access
control based on identity and
context

Each application session handled
separately

Access limited to specific resources

Fast, direct access to applications

Gaps:

No network access security
Cannot secure loT devices

Cannot provide or secure
guest access
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ZTNA Approaches Today =

Multi-Product Approach Increases Cost and Complexity

Multiple Complex Licenses

On-Prem Appliances & HW
Multiple Dashboards

Disparate Device & User Universal
Management ZTNA

Complex Deployment
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Foundations of Access Control

A h

ExtremeCloud
Universal ZTNA

RADIUS as a
Service
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Security
Policy Engine

= /

Video Ports
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Check Printing
VLAN
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C D ]
Quarantine

Internet
Only
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Network Access Architecture
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Application Access Architecture
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Universal ZTNA: Unified Cloud Managed ZTNA, NAC, AP and Switch Security E
Limited Availability: Now!! General Availability: October 28th!

‘& £ . &

Consistent Security

Designed with Simple to Sim
) . ple to Operate
and pser IoT in Mind Consume
Experience
Zero Trust for all Secure trusted Cloud-managed Automated device
devices everywhere loT devices and SaaS deployment configuration and single

traffic reporting interface
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ADVANCE
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