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Risks Today
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Open risks lead to successful attacks!
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Lateral Movement 

Most attacks start from a 

          Patient Zero!

The success of an attack 

 lies in its

      ability to spread...

CRM | DMS | DB
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AI Amplifies the Risk
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Real-time Morphing Possibility
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EDR stopped me but 
here’s what I learnt

Updated code

EDR stopped me again, 
but I learnt more

Updated code again

That worked I am in



The answer is NOT
necessarily more AI

Get the basics right:
• Reduce the learning surface
• Control access to resources
• Contain an attack
• Recover securely

The answer is Zero Trust



Addressing the Risk



A strategy designed to stop data breaches 

and prevent cyberattacks from being 

successful by eliminating implicit trust 

from digital systems.

Zero Trust





I L L U M I O  C O N F I D E N T I A L

The bad guys will always find a way in! 

So, every organization needs a cyber 

containment strategy!

(Cyber & Operational Resilience)



The ability to absorb 
potential disruptions 
while continuing to meet 
service level objectives.

Gartner Cyber Resilience Framework



Containment Strategy
Cyber & Operational Resilience



I L L U M I O  C O N F I D E N T I A L

Protections against how an infection starts

and

Protections against how an infection spreads!

Defence In-depth 



Illumio! Stop the Spread!

Containment Strategy is to

          Stop the Spread!

 

Zero Trust Microsegmentation

CRM | DMS |  DB



19

Protect with Context – Critical Business Assets
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Practical Zero Trust



How does the ZTS platform do it?

Asset Inventory

( Know what you have )

A Map

( Know what they do )

Intelligent Policy

( Know how to protect them )

Identify Assets See Risk Contain Risk



I L L U M I O  C O N F I D E N T I A L
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Map – Single Pane of Glass -  Servers | Endpoints | Containers | Cloud
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Map – Single Pane of Glass -  Servers | Endpoints | Containers | Cloud
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2023 Gartner 
Market Guide for 
Microsegmentation

Zero Trust, risk of lateral 
movement and hybrid 
environments are driving 
adoption.

Gartner sees interest across 
all verticals, geographies, 
and company sizes.

Source: Gartner Market Guide for Microsegmentation



Illumio Named a 2024 
Forrester Wave Leader 
in Microsegmentation

The Forrester Wave : 
Microsegmentation Solutions, Q3 
2024
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Seg men tat ion



Thank you
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